The impact of using Bitcoin on the perceived trust, security and potential of e-
commerce in Iran

Abstract

The rapid rise of digital currencies, most notably Bitcoin, has fundamentally reshaped global
commerce, offering decentralized, secure, and efficient mechanisms for conducting financial
transactions. This study investigates the specific impact of Bitcoin on e-commerce in Iran, focusing
on key perceived factors such as trust and cybersecurity, and potential of e-commerce. The
research aims to explore how Bitcoin's decentralized nature influences the perceived reliability of
transactions, the perceived risks associated with cybersecurity, and the perceived potentials of e-
commerce in Iran.

This study adopts a mixed-method approach, utilizing both quantitative surveys and qualitative
interviews with key stakeholders in the Iranian e-commerce and cryptocurrency sectors. Over 100
participants actively involved in digital commerce were surveyed, with data analyzed using Partial
Least Squares Structural Equation Modeling (PLS-SEM) to assess the relationships between
Bitcoin adoption and perceived trust, security, potential of e-commerce. The research findings
indicate that Bitcoin has a significant impact on the capacity and efficiency of e-commerce in Iran.
This impact is achieved through the enhancement of two fundamental components: trust and
security. On the one hand, Bitcoin increases users' perceived trust in digital transactions, as
blockchain technology provides a transparent and reliable foundation for managing and recording
transactions. On the other hand, this technology reduces security risks and enhances perceived
cybersecurity, creating an environment where users feel safer in their interactions. These two
critical factors, the increase in trust and security, lead to an improvement in the perceived potential
of e-commerce among Iranian consumers. In other words, more individuals are inclined to engage
in e-commerce, as they perceive it to be more secure and trustworthy. As a result, Bitcoin not only
helps expand the capacity of e-commerce but also improves the productivity and efficiency of this
sector. Overall, it can be concluded that Bitcoin plays a key role in the growth and development
of e-commerce in Iran by providing safer and trust-building infrastructures.

1.Introduction

Bitcoin, the leading blockchain platform, is revolutionizing digital assets by securely recording
cryptocurrency transactions in a chain of blocks. Its impact is being felt across sectors such as
health, finance, and e-commerce, where its use as both a payment method and an investment
opportunity is growing. However, Bitcoin's adoption comes with risks, highlighting the need for
stronger regulations. This research explores how Bitcoin affects e-commerce in Iran, focusing on
trust and cybersecurity. As Iran’s e-commerce sector rapidly expands, understanding Bitcoin's
influence on consumer confidence and transaction security is crucial. The study examines how the
integration of Bitcoin might alter business operations, cybersecurity practices, and consumer trust
in Iran’s evolving digital economy.

Question (s)

» Does Bitcoin (as a representative of cryptocurrencies) have an impact on the ease of online
transactions in Iran's e-commerce?

* Does Bitcoin (as a representative of cryptocurrencies) make the online transaction platform in
Iran's e-commerce safer and more reliable for consumers?

2. Literature Review



Asadollahi and Chubineh (2018) interviewed 10 blockchain experts and confirmed that
blockchain technology significantly impacts banking business models by enhancing transaction
processing and reducing intermediaries.

Mosli and Sharifi (2019) examined Bitcoin as a virtual currency from legal and economic
perspectives, noting the need for clearer regulations to support its adoption.

Mehrabian et al. (2022) explored factors affecting consumer confidence in purchasing digital
currencies. They found that risk tolerance has the highest impact on trust, while knowledge had
the least. Other factors, such as electronic infrastructure and experience, also contributed to
consumer confidence. The study emphasizes the importance of improving digital infrastructure
and educating consumers about cryptocurrency.

Mokharil and Noor Hanifeh (2019) examined the development of e-commerce technology,
noting its rapid growth and the benefits it provides for online businesses, such as increased
accessibility and cost savings. Their research underscores the evolving role of e-commerce in the
global business landscape.

Harting and Reichstein (2019) conducted an empirical study on Bitcoin's potential in B2C e-
commerce. Interviewing over 100 online merchants, they found that low transaction costs and
ease of adoption were key factors in Bitcoin’s appeal for online retailers. Their research also
suggested that additional indicators, such as consumer trust and security, could influence
Bitcoin's broader adoption.

3. Methodology

In addition to the questionnaire, this research uses books, articles, theses, internal and external
databases to collect information, so the current research is descriptive-survey in terms of its nature
and method. The statistical population of this study consists of people active in the fields of digital
currencies and e-commerce in Iran. For this study, the sample included 97 respondents after
sending the questionnaire to more than 150 people. This questionnaire consists of 15 questions and
three sections, two of which are for measuring the variables of the research model and the first
section is related to the demographic characteristics of the respondents. SmartPLS version 4
software was used to evaluate the model (validity of the model) under study. The non-parametric
bootstrap test with 5000 repetitions has also been used to estimate the standard errors.

In this study, the analysis of equation modeling (SEM) was used to test the hypotheses. Two
methods can be identified in SEM techniques. SEM based on covariance and partial least squares
(PLS) approach. These two views are different in terms of statistical assumptions regarding the
distribution of the observed variables, the required sample, and the type of relationship between
the observed variables and the dependent structures that can be modeled. In PLS, structural and
measurement parameters are estimated through an iterative procedure that combines simple and
multiple regression by means of ordinary least squares (OLS). Therefore, it avoids any
distributional assumption of the observed variables.

4. Results

The use of Bitcoin has a positive and direct effect equal to 0.481 on perceived trust and credibility.
According to the obtained P-value and also the statistical T-test, these cases show that this effect
is significant. Therefore, it can be said with 99% certainty that the use of Bitcoin positively affects
the perceived trust and credibility of e-commerce transactions among Iranian consumers.

The use of Bitcoin has a positive and direct effect equal to 0.651 on the perceived cyber security
of e-commerce transactions. According to the obtained p-value and also the statistical T-test, these
cases show that this effect is significant. Therefore, it can be said with 99% certainty that the use



of Bitcoin increases the perceived cyber security of e-commerce transactions due to its
decentralized and encrypted nature.

Bitcoin has a positive and direct effect equal to 0.705 on the perceived potential of e-commerce.
According to the obtained P-value as well as the statistical T-test, these cases show that this effect
is significant. Therefore, it can be said with 99% certainty that the use of Bitcoin positively and
significantly affects the perceived potential of e-commerce among Iranian consumers.

The determination coefficient of 0.261 for perceived trust and credibility shows that in addition to
the use of Bitcoin, other variables affect perceived trust and credibility, which were outside the
scope of this study. The coefficient of determination of 0.445 is an acceptable coefficient of
determination for perceived security, because it is explained by only one dependent variable. Also,
the determination coefficient of 0.509 for the perceived potential of e-commerce is also acceptable
because it is explained by only one variable.

These results are especially important considering Iran's unique economic situation and the
challenges that its e-commerce sector faces due to international sanctions and limited access to
global financial systems. Bitcoin and other digital currencies may provide a practical alternative
to facilitate online transactions and provide new opportunities for Iranian businesses to participate
in the global digital economy.

Keywords: Cryptocurrency, Bitcoin, E-Commerce, Iran, Online trust, Online cybersecurity.
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